UH®OPMALIMOHHASI TAMSITKA
JIUISI OBYYAIOILIUXCS 1J151 PA3SMELLIEHUS
HA O®UIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXXJIbIM TOAOM MOJIOACKN B HMHTCPHCTC CTAHOBHUTHLCA 60J'IBIH€, a
IMKOJIbHHUKHM OAHHN M3 CaMbIX AKTHBHBIX I10JIb30BaTEICH PYHeTa. MC}KI[y TCM,
IIOMHUMO OTPOMHOI'0 KOJIMYCCTBA BOBMO}KHOCTCﬁ, HHTCPHCT HCCCT U HpO6JI€MI>I. OTta
namMsaTKa JOJIDKHA IIOMOYb TeOe Oe30macHo HaXOAUTHCA B CCTH.

KOMI’lbIOmeDHble esuUpycol

KomnbroTepHbIli BUPYC — 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOTPAMM,
OTIIMYUTEIBHON 0COOCHHOCTBIO KOTOPOMl ABIIAETCS CIIOCOOHOCTh K PA3MHOKEHHIO.
B nononHeHue k 3ToMy, BUPYChl MOTYT IOBPEAUTD WJIU ITOJIHOCTHIO YHUUTOXHUTH BCE
(aiinbl U JaHHbBIE, MOJKOHTPOJIBHBIE IMOJB30BATEN0, OT MMEHHM KOTOPOTo Oblia
3amylieHa 3apakeHHas MporpaMMa, a TakkKe MOBPEIUTh WIH JaXe YHUYTOXKUTH
OIEpaIIOHHYI0 CUCTEMY CO BceMH (paiimamu B 11esioM. B OONBLIMHCTBE CilydaeB
pacTpOCTPaHAIOTCS BUPYCHI Uepe3 HHTEPHET.

MGTOI[I)I 3alIUThI OT BPCOAOHOCHLBIX IIPOIrpaMM:

1. I/ICHOHBBYﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CUCTCMBI, HMCIOIIIUC CprGBHBIﬁ
YPOBCHB 3allIUTHI OT BPCAOHOCHBIX ITPOIrpaMM,

2. TlocrosstHHO ycTaHaBinuMBaki madTh (UMGPOBBIC 3aIlJIATKH, KOTOPHIC
aBTOMATHUYECKU YCTAHABIUBAIOTCA C IIEJbI0 JOPAOOTKH MPOrPaMMBbI) U Apyrue
OOHOBJIICHHS CBOEH ornepanuoHHON cucTeMbl. CKauyuBaii X TOJBKO C O(DUITUATHEHOTO
caiita pa3padorunka OC. Eciu cymecTByeT peKuM aBTOMaTHYECKOTO OOHOBJICHUS,
BKJIIOYH €T0;

3. PaGoraii Ha CBOEM KOMIIBIOTEpPE IMOJI MpaBaMH TOJb30BaTENsl, a HE
aAMUHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMm
WHCTAJUIMPOBATHCSA HA TBOEM NEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE NIPOTPaMMHBIE MPOAYKTBI H3BECTHBIX
MIPOU3BOJUTENICH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub HU3NIECKUIA TOCTYT K KOMITBIOTEPY 71l TOCTOPOHHUX JIHII;

6. Mcnonb3yil BHELIHWE HOCUTENW UH(OpMAIUU, Takhe Kak (ielika, JUCK
win (paiia U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KOMMBIOTEpPHBIC (DAMIIBI, MONYYEHHBbIE W3 HEHAJIEXKHBIX
UCTOYHUKOB. Jlaxe Te (ailiibl, KOTOpble pUcal TBOM 3HaKOMBI. Jlydiie yTouHu y
HET0, OTIPABJISUI I OH T€OE HX.



Cemu WI-FI

Wi-Fi - 510 He BUI nepefaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIb OpeH I,
mapka. Eme B 1991 romy HumepmaHiackas KOMIIAHUS 3apeTUCTpUpOBajia OpeHI
"WECA", uro o6o3nagano crnoBocoueranue "Wireless Fidelity", xotopsrit
MePEeBOAUTCS Kak "OeCIpoBOIHAS TOYHOCTh".

Jlo Hamiero BpeMeHH Joluia Apyras abopeBuarypa, KoTopas aBiseTCsl TaKOu
e TexHonoruen. Ito abbOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO J1aHO C
HAaMEKOM Ha CTaHAapT BhIcIIeH 3ByKoBoM TexHuku Hi-Fi, 4To B mepeBoje o3Havgaer
"BBICOKAsi TOUHOCTH .

Jla, OecruiaTHBIM UHTEPHET-A0CTYN B Kae, OTeNsIX U adpoIopTax sSBISETCS
OTJIMYHON BO3MOKHOCTBIO BBIXOJ1a B MHTEPHET. HO MHOTHE 3KCIIEPThI CUUTAOT, UTO
obmenoctynusie Wi-Fi ceTu He sBIsItOTCS 0€30MacHbIMHU.

CoBeTbl 10 6€30MaCHOCTH pa0OTHI B 00IIEAOCTYIHBIX ceTax Wi-fi:

1. He nepenasaii cBoro nuuHyro nHdopmaiuio yepes odienocrynubie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeIbHO HE BBOAUTH ITAPOJIN TOCTYTIA, JOTUHBI U KaKHE-TO
HOMEpa;

2. Vcnone3yit 1 OOHOBJISIH aHTUBUPYCHBIE MTpOorpamMmbl U Opanamayep. Tem
cambIM Thl 00€301aculllb ce0s OT 3aKaUKH BUpPYyca Ha TBOE YCTPOICTBO;

3. ITpu ucnonb3oBanuu Wi-Fi otkmoun ¢pynkuuio "O0mmii goctyn K ¢aitnam
u npuHTepaMm". JlaHHasg (YHKIMS 3aKpbiTa 1O YMOJYAHHIO, OJHAKO HEKOTOPbIE
M0JIb30BATEN aKTUBUPYIOT €€ JIJIsl yI00CTBa UCIOJIb30BaHUs B paboTe UM yueoe;

4. He wucnonws3yit myomuunbiidi WI-FI nns mepenmaun nMYHBIX JTaHHBIX,
HarpuMmep JJ1s BBIXOJA B COIMANIBHBIE CETH WJIM B AJIEKTPOHHYIO MOYTY;

5. Ucnonb3y#t Tosbko 3amuiienHoe coenunenne yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBoAU UMEHHO "https://";

6. B moounbHOM Tenedone otkmoun ¢yHkuuio "lloakmouenue xk Wi-Fi
apromMarnuecku'. He nomyckaidk aBTOMAaTHMYECKOTO TMOAKIIOUEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormacus.

COMMaJZbele cenmu

CoumanbHble CETU aKTUBHO BXOJIST B HAIIly KMU3Hb, MHOTHE JIIOAU PabOTarOT
U KUBYT TaM MOCTOSHHO, a B Facebook yke 3aperncTpupoBaH MIILTHAP]T YETOBEK,
YTO SIBJISIETCSI OJHOM CE€IbMOM BCeX KUTeJeH IiaHeThbl. MHOrue moJjib30BaTeiiM HE
MMOHUMAIOT, 4YTO MH(OpMAIIUs, pa3MeleHHass UMY B COLIMAIBHBIX CETSIX, MOXKET ObITh
HaliJleHa W WCIIOJIb30BaHa KEM YTOIHO, B TOM YHUCJE HE 00s3aTelbHO C OJaruMu
HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0E30MAaCHOCTHU B COLIMAJIBHBIX CETAX:



1. Orpannub cMCOK Apy3eil. Y 1€0s B Ipy3bsiX HE TOJDKHO OBITh CITyYalHBIX
1 HE3HAKOMBIX JTIOICH;

2. 3ammumiail cBOIO YacTHYIO XHu3Hb. He ykas3piBail maponu, tenedoHSHI,
anpeca, Jary TBOErO pOXAEHUS M JAPYryl0 JIMYHYI0 HHGOpPMALHIO.
370yMBIIIEHHUKH MOTYT UCIOJIb30BaTh JaXe MHPOPMALIUIO O TOM, KaK Thl U TBOU
POAMTENH IUITAHUPYETE MTPOBECTU KaHUKYJIBL,

3. 3amuiai CBO penyTaluio - Iep>KU €€ B UUCTOTE M 3aj1aBaii cede BOIpocC:
XO0TeN ObI Thl, YTOOBI IPYTHE MOJIH30BaTEIN BUAEIH, UYTO ThI 3arpyskaeiib? [Togymait,
MIPEXKC YeM YTO-TO OIyOJIMKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPUIIB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE HCIIONb3YH CBOE
peanbHOE UMA U JIPYTYIO JINYHYIO MH(POpPMALMK: UMs, MECTO KHUTEJIbCTBA, MECTO
y4eObl U pouee;

5. U3berait pasmemenus ororpaduii B iuTepHere, rie Thl M300pa’keH Ha
MECTHOCTH, TI0 KOTOPOW MOKHO OTIPEICTUTh TBOE MECTOIIOIOKCHHCE;

6. Ilpu perucrtparuu B COIMAIBHOW CETH HEOOXOIWMO HCIOJIb30BATh
CJIOXHBIE MApPOJIH, COCTOSIIUE U3 OYKB U IU(p U ¢ KOJIUUYECTBOM 3HAKOB HE MEHEE
8;

7. st connanbHON CeTH, MTOYTHI M IPYTHX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh
pasHble aponn. Toraa eciiy Te0s B3JI0MAIOT, TO 3JIOYMBIITUICHHUKH TIOTy4aT JOCTYTI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpas3y.

9ﬂ€Kﬂ1DOHHbl€ oenveu

DIEeKTPOHHBIC JICHBI'M - ATO OYCHBb YAOOHBIM CIOCOO IIIaTeKeH, OIHAKO
CYIIECTBYIOT MOILICHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIU.

3JI€KTpOHHI>Ie ACHBI'N IIOABHUJINCH COBCEM HCIAaBHO U MMCHHO H3-3a 3TOI'O BO
MHOTHUX IrocyaapCTBax a0 CHUX IIOP HE IPOIMHMCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT U O HUX YKe MPOIKMCAHO B 3aKOHE, TJIE UX
pa3aeNsItoT Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIC. Pa3HuIa B ToM,
YTO AHOHUMHBIE - ATO T€, B KOTOPBIX pa3pelracTcss MPOBOIUTH OIepalnuu 0e3
UJCHTU(UKAIIMK TT0JIb30BaTENIsl, @ B HCAHOHMMHBIX MJICHTU(UKAIIHS TTOJIB30BaTEeIIs
SIBJISIETCS 00s13aTENILHOIA.

Taxxe creqyer pasnuyarh dJEKTPOHHbIE (hUaTHBIE JIEHbIU (paBHBI
rOCYIapCTBEHHBIM BaJllOTaM) M JJIEKTPOHHbIE He(pUaTHbIE ACHBIU (HE pPaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MACHOM pabOTe C AIEKTPOHHBIMU JICHHTAMH:

1. I[TpuBspkM K c4eTy MOOMIIbHBIHN TeraedoH. ITO caMblil yTOOHBIN U OBICTPBIN
Croco0 BOCCTaHOBHUTH JOCTYIl K cyeTy. [IpuBs3aHHBIN TenepOoH MOMOXKET, €CIH



3a0ynenib CBOM IUIATEXXHBIM Mapoiab WM 3aiielllb Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnomp3yil omHOpas3oBble maponu. [locie mepexoma Ha YCUIICHHYIO
aBTOpH3aIMIo0 TeOe yxe He OyleT yrpokaTh OMacHOCTh KpaXH WJIM IepexBaTa
IJIATEeKHOTO MapoJis;

3. Boibepu citoxHbINH Mmapoib. [IpecTymHuKkam OymeT HEe HpPOCTO yraaarh
CIIOXKHBIH TTaposb. Ha/iexHbIe maposiu - 3TO Mapoiiu, KOTOPbIe COIepIKaT He MeHee 8
3HAKOB M BKJIFOYAIOT B CeOsl CTPOYHBIC M MPOMUCHBIC OYKBBI, IUGPHI U HECKOJIBKO
CUMBOJIOB, TakMe KakK 3HaK joiuiapa, (QyHTa, BOCKJIMIATEIBHBIA 3HAK M T.IIL
Hampumep, $tROng!;;

4. He BBOAH CBOM JIMYHLBIC JAHHBIC Ha caﬁTax, KOTOPBIM HC JOBCPACIHIb.

3JZ€KI71DOHHCZ}Z noiyma

DIIEKTPOHHAS MOYTA - 3TO TEXHOJOTHUS U MPEIOCTABIAEMBIE €10 YCIYTH 1O
MePEChIIKE U MOJIYYEHHUIO 3JIEKTPOHHBIX COOOIIECHUM, KOTOPBIE paCIPESISIOTCS B
KOMIBIOTEpHOU ceTH. (OOBIUHO SIEKTPOHHBIM TOUYTOBBIM SAIIUK  BBITVISUT
CJIEYIOIIMM 00pa3oM: UMs_IOJIb30BaTeIsA(@WuUMs_JoMeHa. Takke KpoMe nepeaadu
MIPOCTOTO TEKCTa, UMEETCSI BO3MOYKHOCTD IepeIaBaTh (haibl.

OCHOBHBIE COBETHI 110 OE30ITaCHON PadO0Te C IICKTPOHHOM MTOYTOM:

1. Hago BbIOpaTh NpaBWIbHBIA IOYTOBBIA cepBHC. B HUHTEpHETE e€cTh
OTPOMHBIN BBIOOP OECIIJIaTHBIX NMOYTOBBIX CEPBUCOB, OJJHAKO Jy4Ille JOBEPSAThH TEM,
KOTO 3HACIIb U KTO IEPBBIM B PEUTHHTE;

2. He yka3biBail B THYHOM mouTe TU4HYI0 nHbopmaruio. Hampumep, myurie
BbIOpaTh "My3bIKanbHbIN _(haHaT@" win "pok2013" BmecTo "Temal3";

3. Hcnonp3yil IBYXATamHYK aBTOPU3ALMIO. OTO KOIZA IMOMHUMO Iapoiisi
HY>KHO BBOJIUTH KOJ, IPUCBhUIaeMbIi 10 SMS;

4. BpiOepu CI0KHBIN Maposib. JJ1s Ka)K10T0 MOYTOBOTO SAIIUKA JOJIKEH ObITh
CBOM HAJI€XKHBIM, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecium ecTth BO3MOXKHOCTH HAamMcarb CamMOMYy CBOM JIMYHBIM BOIIPOC,
UCIIONB3YH 3Ty BO3MOKHOCTB;

6. Hcnonb3yil HECKOJBKO TMOYTOBBIX SIIUKOB. [IepBbIM 111 YacTHOU
MEPENUCKU C ajpecaraMu, KOTOPbIM Thl JOBEpsCIIb. DTO AIEKTPOHHBIN ajpec He
HAJI0 UCIOJIH30BaTh MIPU PETUCTpAIU Ha (OpyMax U caiTax;

7. He oTkpbiBaii (paityibl 1 Apyrue BIOKEHUS B MHUChMaX, JaKe €CIIU OHU
NPUIIUTM OT TBOMX JApy3eu. Jlyulie yTouHM y HMX, OTIPABIISUIA JIM OHU TeOE ITH
(bhaisl;



8. Ilocne oxoHuaHusi paOOThI Ha IMOYTOBOM CEpBHUCE Tepesd 3aKpbITHEM
BKJIQJIKU C CAlTOM He 3a0y/ib HaXKaTh Ha "BeiiiT".

Ku6ep6yﬂﬂuH2 ujiu supmyajlbHoe U30e6amenbCmeo

KubepOyummar - mpeciienoBaHWe€  COOOIICHHSAMH,  COAEp KaITUMU
OCKOpOJICHU, arpeccuio, 3alyTUBAHUE; XyJIUTAHCTBO; COLIMAJILHOE
OOMKOTHPOBAHUE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pbOE ¢ KNOEPOYIITHHTOM:

1. He 6pocaiics B 60#. Jlyummii crmoco0: TOCOBETOBATLCS Kak ceOs BECTH H,
€CJIM HEeT TOro, K KOMy MOXKHO OOpaTUThCS, TO BHa4alle YCHOKOWTHCS. Ecim Th
HaYHEIIb OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJICHHS, TO TOJNBKO emie OOobIie
pa3oXxKelIb KOH(PIUKT;

2. Ynpasnsiii cBoei kubeppernyTaiuei;

3. AHOHMMHOCTb B CETH MHHMas. CYIHGCTBYI-OT CITOCOOBI BBIAICHUTDL, KTO
CTOUT 3a AHOHHMMHBIM aKKayHTOM,

4. He crouT BecTH XyJIUTaHCKHM 00pa3 BUPTyajdbHOU >ku3HU. MHTEepHeT
(¢uKcupyeT Bce TBOM JACHCTBUS M COXpaHSET HUX. YIAIUTh HUX OyIdeT KpaiiHe
3aTPyAHUTEIIBHO;

5. Co0bmrofail CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupy#t emuHuuHbIH HeratuB. OJIHOPA30BbIE OCKOPOUTEILHBIC
COOOIIEHHUsI JTydllle UTHOpUpoBaTh. OOBIYHO arpeccus mpeKpaniacTcs Ha HadyaabHOU
CTa/IuU;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSMHU, B
COIIMAJIBHBIX CETAX €CThb BO3MOXKHOCTH OJOKHMPOBKH OTHPABKU COOOIIECHUN C
OTPEEICHHBIX a/IPECOB;

8. Ecnu TbI cBUAeTeNnb kubepOyuinara. TBou eWCTBUS: BBICTYIUTh MPOTHUB
npecieaoBaTesisi, Moka3aTb €My, YTO €ro JACHCTBHUS OIEHMBAIOTCS HETaTUBHO,
MOJIZIEPKATh KEPTBY, KOTOPOM HYXKHA TICHXOJIOTHYECKAsi IOMOIb, COOOUIUTh
B3POCJIBIM O (haKTe arpeCCUBHOTO IMOBEICHUS B CETH.

Mobunvhbii menedon

CoBpeMeHHbIe cMapT(OHBI U TJIAHIIETHI COJEPKAT B ce0e BIIOIHE B3POCIBIN
GyHKIIMOHAN, W TEMepb OHM MOTYT KOHKYPUPOBATh CO CTallMOHAPHBIMH
KoMnbroTepamMu. OaHAKO, CPEJCTB 3AIIUTHI JIJIsl TOJAOOHBIX YCTPONCTB MOKa OYEHb
MaJio. TecTupoBaHue U TOUCK YA3BUMOCTEN B HUX ITPOUCXOAUT HE TAK MHTEHCHUBHO,
kak s [1K, To sxe camoe kacaeTcss U MOOMIIbHBIX MPUIIOKESHUH.



CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPAKTHUYECKH JIOTHAIIU
HACTOJIbHBIE aHAJIOTH, OJHAKO pacIIMpeHHe (QyHKIMOHAlIa BIEUET 3a COoOOoM
OOJIBIIYIO CIIO)KHOCTb M MEHBIITYIO 3aIUIIEHHOCTb.

I[aJ'ICKO HC BCC IIPOU3BOAUTCIIM BBIITYCKAIOT O6HOBJ’I€HI/I$I, 3aKpPbIBAOIIUC
KPUTHUYCCKUC YA3BUMOCTH IJISI CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JIIA 0€301acHOCTH MOOMIJILHOTO TGJIG(i)OHa:

Hudero He siBisieTcst mo-HacTosiieMy OecrutaTHeIM. byab ocTopoxeH, Belb
Korja Tede mpeayiaraloT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO
IIJIaTHBIE YCIIYTH,

Hywmaii, pexie yem otnpaBuTh SMS, dhoTto uiau Buaeo. Thl TOUHO 3HACHID,
IJIe OHU OyJIyT B KOHEYHOM UTOTE?

Heob6xoanmo 0OHOBIISATH ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
Wcnionb3yit aHTUBUPYCHBIE TPOTPAMMBI [ MOOMIIBHBIX TeTe()OHOB;

He 3arpy>1<a171 IMPHIIOKCHUA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHH MOI'YT
COACPIKATh BPCAOHOCHOC ITPOIrpaMMHOC 06€CH€‘ICHI/I€;

[locne Toro kak Thl BBIIACIIb C caiiTa, Ii€ BBOAWJ JUYHYIO HH(POPMALHUIO,
3aliIu B HACTPOMKHU Opay3epa u yaanu cookies;

[Tepuoguyecku MPOBEPsIH, KaKUE TUIATHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOW HOMEp MOOWJIBHOTO Tele(dOoHA TOJBKO JIHOMSAM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSEIIb;

Bluetooth nmomken OBITH BBIKIIIOUEH, KOTJa Thl UM HE TOJb3yembcs. He
3a0bIBaii HOTIA TIPOBEPSTH ITO.

Online uepwi

CoBpeMEHHbBIE  OHJIAHH-UIPBl — 3TO KPACOYHBIE, 3aXBaThIBAIOIIME
pa3BiieueHMs, OObEIMHAIONIME COTHU ThICSY YEIOBEK MO BceMy mupy. Wrpoku
UCCJENYIOT JTaHHBIA MM MHUp, OOIIAIOTCA JPYr C APYrOM, BBIMOJHSIOT 3aJaHus,
CPQKalOTCSl C MOHCTPAaMH W TOJYy4YarOT ONBIT. 3a YHOBOJBCTBUE OHM ILIATT:
MOKYMNAaroT AUCK, OIJIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OIMIHUU.

Bce »Tu cpencTBa uayT Ha moJIepKaHUE U PA3BUTUE UTPHI, a TAKKE HA CaMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCS CUCTEMBbI aBTOPHU3AIlUH, BBIIYCKAIOTCS HOBBIC
naTau (1u@POBBIC 3aIUIATKH JIJIST IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmogoOHbBIX UTrpax CTOUT OMacaThCs HE CTOJILKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO IMapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3AIMK OOJIBIITMHCTBA
urp.



OcHoBHBIE COBETHI 10 0€30IACHOCTH TBOEI0 HTPOBOI0 AKKAYHTA:

1. Ecnu npyroii urpok BeneT ceOsi TIOXO WM CO3/1aeT Te0e HEeMpPUSITHOCTH,
3a0JI0KUPYH €r0 B CIIUCKE UTPOKOB;

2. HO)KaHYﬁCH AJIMUHHUCTPATOPpaM HUTI'PHI HA IIJIOXOC ITOBCACHUC 3TOI'O UI'POKaA,
JKCIIATCIIBHO IIPUIIOKUTb KaKUC-TO NOKA3aTCIILCTBA B BUJC CKPUHOB,

3. He yka3zbiBaii tuunyto uHbopmMaliuio B npodaiiiae urpsr;
4. YBakail ApyruX yYaCTHHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuIuaabHbIC TaTYH U MOJBI;

6. Mcnonb3yii CII0KHBIE U pPa3HbIC MapOIu;

7. Jlaxxe BO BpeMsl UT'Pbl HE CTOUT OTKJIFOUaTh aHTUBUPYC. [1oka ThI urpaeis,
TBOW KOMIIBIOTEP MOTYT 3apa3UTh.

Duwune uiu Kpaacd JTUYHbIX OaHHbIX

OOGBIYHOM KpaXKkel JeHeT U JJOKYMEHTOB CEroHs YK€ HUKOTO HE YIUBHIIb, HO
C Pa3BUTUEM UHTEPHET-TEXHOJIOTHM 3JI0YMBIITUICHHUKH IEPEMECTHIINCH B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMAThCS ""TIOOMMBIM" 1EJIOM.

Tax mosBWIIacCh HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WA (DHIIWHT,
I1aBHAs 1I€JIb KOTOPOTO COCTOMT B TMOJYYEHUH KOH(MUICHIIMATBHBIX JaHHBIX
MOJIb30BaTeNeH - IOTMHOB U maposieit. Ha anrnuiickom si3pike phishing ynraercs kak
¢umuHr (ot fishing - priOHast 10B7s1, password - TapoJib).

OcHoBHbBIE COBETHI 110 00pbOE ¢ PUILIUHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mopo3peBaellib, 4TO TBOS aHKETa
ObLJ1a B3JIOMaHa, TO HEOOXOAMMO 3a0JJOKMPOBATH €€ U COOOIINUTh aIMUHUCTpATOPam
pecypca 00 3TOM KaKk MOXHO CKOPEE;

2. Ucnonw3yit 6e30macHbie BeO-CaliThl, B TOM YHCII€, UHTEPHET-Mara3uHoB 1
TTOMCKOBBIX CUCTEM;

3. Wcnonb3yil ciaokHble U pa3Hble Mapoyid. Takum oOpazoM, eciu TeOs
B3JIOMAIOT, TO 3JIOyMBINUICHHUKH TMOJyYaT JOCTYN TOJIBKO K OJHOMY TBOEMY
poUIIIO0 B CETH, a HE KO BCEM;

4. Eciu T1ebs B3moManu, TO HEOOXOIMMO TMPEAyNPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J00aBJICHBI Y T€Os B JPY3bsAX, O TOM, YTO Te€Os B3JIOMAIU U,
BO3MOXXHO, OT TBOETO UMEHH OYJIET PACChUIATHCS CIIaM U CCHUIKM Ha (DUITUHTOBBIE
CAWTHI;

5. YcranoBu HanexHsbli maponb (PIN) Ha MoOumbHEI TenedoH;

6. OTKJII0YM COXpaHEHHUE Maposis B Opaysepe;



7. He otkpsiBaii (ailyibl U Apyrue BIOXKEHHUS B MHUChbMax, JaXXe €CIU OHHU
NPUIUIM OT TBOMX JApy3eu. Jlyulie yTouHM y HHMX, OTIPABISUIA JIM OHU TeOE 3TU
(haitibl.

UMd)DOGCl}Z penymauus

[udposas pemyTanus - 3T0 HEraTUBHAS UM IO3UTHBHAs HHGOPMAIIHS B CETU
o tebe. Kommpomerupyromas nadopmaiys, pa3MenieHHas B UHTEPHETE, MOXKET
Cepbe3HbIM O00pa3oM OTpa3uTbCs Ha TBoeW peanbHOW >ku3HU. "Ludposas
pemyTanus” - 3T0 TBOM UMUK, KOTOPBIA (hopMupyeTcst u3 uHpopmaiuu o Tede B
UHTEpHETE.

TBoe MecTto KHUTENbCTBA, YyueObl, TBOE (DMHAHCOBOE TMOJOKEHUE,
OCOOEHHOCTH XapakTepa U pacckasbl O OJU3KHUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue MmoApOCTKH JIETKOMBICICHHO OTHOCSTCS K ITyOJMKAIMKM JIMYHOU
uHdopmanu B MHTEepHETE, HE TTOHUMasi BOZMOXKHBIX TociencTBuil. Thl gaxke He
CMOXKEIIIb I0TafaThCsi O TOM, uTo (pororpadusi, pazMmenieHHas S5 JeT Hazal, cTaja
MPUYUHON OTKa3a MPUHSATH TeOS Ha paboTy.

KommenTapuu, pasMenienue TBoux gororpaduii u Apyrue IeUCTBUS MOTYT
HE UCYE3HYTh JIAKE MOCIIE TOT0, KaK Thl MX yJalIHIIb. Thl HE 3HACIIb, KTO COXPaHUJI
3Ty MH(OpPMAIHIO, ITONaa JIM OHA B IOMCKOBBIE CUCTEMBI M COXPAaHUJIACh JIU OHA, a
[JIABHOE: YTO MOAYMAIOT O T€OE OKPY’KaIOIIUE JTO/IN, KOTOPbIE HAUAYT U YBUISAT 3TO.
Haiitu wunHdopmaiiuio MHOTO JE€T CHYCTS CMOXET JIFo0OM - Kak Hu3 J0OphIX
noOY>KJIEHUH, TaK U C HAMEPEHUEM IPUUMHUTD BPe. ITO MOXKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI MO 3alIUTE HU(PPOBOIl pernyTaluu:

1. Tlogymaii, mpexe 4em 4To-TO MyOJIMKOBATh U MepeaaBarh y ceds B Oyore
WIN B COIIMAJILHOM CETH;

2. B mactpoiikax npoduiis yCTaHOBH OTpaHUYECHHS HAa TPOCMOTP TBOETO
npoduIsl U €ro COAEPKUMOTo, cliesiail ero TOJIbKO "miist npy3en”;

3. He pa3meniaili u He yka3biBail MH(OpMAIMIO, KOTOpasi MOXET KOro-Tu00
OCKOPOJISTh WU OOMXKATh.

Aemopcme npaeo

CoBpeMEHHbIE TIKOJIBHUKKA - AaKTUBHBIC IIOJIb30BATEeNU  IU(POBOTO
npoctpancTBa. OgHAKO [ajJeKo HE BCE 3HAIOT, YTO IMOJH30BAaHUE MHOTUMHU
BO3MOXKHOCTSAMH  Ii(ppoBoro  mMupa  TpeOyeT  coOMoAeHUST MpaB  Ha
WHTEIJICKTYaIbHYI0 COOCTBEHHOCTD.

Tepmun "uHTeNIEKTyaldbHas COOCTBEHHOCTH" OTHOCHUTCA K Pa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOTO0 yMa, HAaYMHasi C HOBBIX HM300pETEHHWH U 3HAKOB,



0003HaYaOUIMX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYI'H, U 3aKaHYMBas KHUTaMH,
dororpadusimu, KUHOPUIEMaMU U My3bIKaTbHBIMU TIPOU3BEICHUSIMHU.

ABTOpCKHME MpaBa - 3TO MpaBa HAa HWHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BENICHUS HAYKH, JINTEPATYpPbl U UCKYyCCTBA. ABTOPCKHME IpaBa BHICTYNAKOT B
KaueCTBE TapaHTUU TOrO, YTO HMHTEJUIEKTYyaJIbHBII/TBOPUECKUI TpyA aBTOpa He
OylAeT HampacHbIM, JacT €My CIIpaBeIJIMBbIE BO3MOXXKHOCTH 3apaboTarh Ha
pe3yabTratax CBOETO TpyJa, MOJY4YUTh H3BECTHOCTh M Ipu3HaHue. Hukro 0Oe3
paspelIeHusl aBTOpa HE  MOXET BOCIPOM3BOAWUTH €0  NPOU3BEICHHUE,
pacnpoCTpaHsATh, MNYOJIMYHO JEMOHCTPUPOBATh, NPOAABaTb, HMIIOPTUPOBATH,
IycKaTh B IIPOKAT, MyOJIMYHO HCHOJHATH, MOKAa3bIBaTh/UCIONHATE B 3(QUpE WIH
pasmemars B MIHTEpHETE.

Hcnonb3oBanue '"muparckoro"  MNpPOTPaMMHOTO  OOECHEUYEHHUS]  MOXKET
NPUBECTH K MHOTHM pHCKaM: OT IMOTEpPU JaHHBIX K TBOUM aKKayHTaMm Ji0
OJOKMPOBKU TBOETO YCTPOICTBA, Ili€ yCTAaHOBIIGHA HeJeralibHas nporpamma. He
CTOUT Tak)Xe 3a0bIBaTh, YTO CYIIECTBYIOT JIeTaJbHbIE U OCCIUIaTHBIE MPOTPAMMBI,
KOTOPBIE MOKHO HAWTU B CETH.

O nopraie

CereBuyok.pd - TBOM INIABHBII COBETUUK B CETHU. 3/1€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETH MOHATHBIM M JOCTYIIHBIM SI3bIKOM, & NP BO3HUKHOBEHHUH
KPUTHYECKON CUTyalluu OOpaTUTHCS 32 COBETOM. A TakKe NPUHATh ydacTHE B
KOHKYpCax M CTaTb CaMbIM LIU(PPOBBIM I'paxaaHUHOM !



https://setevichok-rf.ru/

